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Effingham Unit #40: At a Glance
• PreK-12 School District
• 2400 students
• 6 school buildings + 4 support buildings
• Technology Environment (not a Chromebook district!)

– PreK and K: iPads
– 1st-5th: Laptops stay in classroom carts
– 6th-12th: Laptops go home nightly
– Teachers: Issued a laptop, a desktop, and a smart display



Food For Thought
Cybercriminals come for schools — 

and schools aren’t ready
Cyberattacks have become a growing threat to school districts across the country 
in recent years, with cybercrime gangs viewing school systems as soft targets 
because of their lack of cybersecurity infrastructure. While many school districts 
are starting to take steps to secure that infrastructure, there’s still a long way to go, 
according to experts.

https://hechingerreport.org/cybercriminals-come-for-schools-and-schools-arent-ready/

https://hechingerreport.org/cybercriminals-come-for-schools-and-schools-arent-ready/


The news…



“We’ve been hacked.”
“It’s bad.”

“Somehow it got the servers.”
“We are in trouble.”







• Triage
• Travis Roundcount/Billy Rockey at Mt. Zion

– Mt. Z was hit 2/6/2019
• Disconnect the network! Too soon?
• Garrett Discovery Inc (GDI) in Champaign, IL

– On property pulling machines and data by 2pm
– NDA for all initially involved

• Effingham PD and FBI
• Notified our lawyer
• 5:00PM: Voice message sent for a school closure on Friday, 2.10.23

Thursday, 2.9.23



Unknowns and Questions 
on Thursday, 2.9.23



Friday, 2.10.23 at 3:51 AM



• Investigation continues
• Worked on getting data back
• 12:30am

– Outlined mission critical systems and identified what we HAD to get back & 
estimated costs

Friday, 2.10.23

Saturday, 2.11.23
• 10:00am

– Met with cabinet in-person 
– Questions on all day-to-day operations 



1:00pm

Saturday, 2.11.23



Super Bowl Sunday 2.12.23 at 5:08pm



• Teacher Institute Day
• Debrief on situation
• Time to shift to teaching without ANY technology

– Contrast to the times of covid

• Priorities for us: 
– Offices up and running
– Copiers (disconnected from the network) available with toner and 

paper

Monday, 2.13.23



Communication During the Incident



● Coached to call it a “Cyber Incident” or “Network issue” for security 

○ Don’t draw attention to your district or situation

● Updates to public at same time every day (5pm)
● How to Update Staff Without Email

○ Our answer: Big chart paper 
● Suggestion: Have cell phones for each building AND with the numbers readily 

available
● “Don’t bother tech staff!”- important to say and stress
● Enforced & tightened chain of command

Communication During the Incident



1. Upgrade/Update to Software
2. Research Antivirus Software Options
3. Keep your Network Secured 
4. MFA/2FA/Two-Step
5. Cyber Insurance
6. Train your staff and students
7. Plan for Day-To-Day Operations with No or 

Limited Technology
8. IT-Minded Security Measures

8 Things to Secure Your Digital Environment



The things I never heard in a ransomware 
presentation but wish I had …



• Prioritize your staff for return of access/technology

• Identify digital vs hard copy curriculum

• A plan for Standardized Testing (IAR, ISA, Access) on PAPER

• Outline Cloud-Based vs Non-Cloud Based Systems

• How will you keep track of who is “up and running”

Actionable Items You Can Also Do NOW



• Psychological Impact-           
– Paranoia and suspicions will be FIERCE

• Emotional toll
• Staff fear they caused it
• Unrelated issues blamed on the incident 
• Lack of understanding of how technology 

works
• Software sales reps 
• Won’t be thinking clearly due to late nights 

and donut diet

CAN’T PREPARE FOR…





Network & Devices

Teaching and Learning

Finances/Financial System

Encounters & Decisions During the Event



● Cost to our district was minimal
● We never missed a payroll
● Retain your technology staff 
● Staff and student data was not breached that we 

are aware of 
● Educators CAN educate without technology
● Our staff, students and our community were 

amazing and supportive

Celebrations from Our Experience



Questions and Answers
We thank you for your time!
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Extra Resource Slides



Return of Services Timeline (2.9.23)

Service/Equipment Timeline

Phones February 13th - February 20th

Security Cameras February 13th - February 20th

Payroll and Admin Accounting Functions February 13th

Security Access/Badges (always accessible) February 13th

Access to Google Accounts (only after 2FA has been set up) February 13th - No End Date

One Device per Staff February 13th - March 13th

The following table outlines the approximate dates that our systems returned to "normal" use after our 
cyber incident.



Printers and Copiers February 13th - March 13th

HVAC February 2023

Teacher Interactive Panels (Displays) Without Wifi February 28th - March 13th

Food Service Software February 28th - March 24th

Student Labs March 13th - March 24th

Wifi Access March 17th - August 2023

Teacher Laptops: 2nd Device for Most Staff February 24th - May 2023

Return of Services Timeline (2.9.23)



Employee Access to Financial System (on network only) February 2023 - May 2023

Guest Wifi Configured and Procedures Established July 2023

Wifi Access for Interactive Panels (Displays) May - August 2023

Student Laptops May - August 2023

iPads May - August 2023

District Online Assessments August 2023

State Mandated Assessments (IAR, ISA, Access, DLM, 

etc)

Will be available when state testing windows open 

(the first opens January 2024)

Return of Services Timeline (2.9.23)


